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ICT Safety Poster for Foundation Stage and KS1

 
https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa

=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-

AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=FULGojZlYFWE0M 

https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=FULGojZlYFWE0M
https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=FULGojZlYFWE0M
https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=FULGojZlYFWE0M


ICT Safety Poster for KS2 

https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&sour

ce=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-

AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=s0tf6GZafED3

uM 

 

 

https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=s0tf6GZafED3uM
https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=s0tf6GZafED3uM
https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=s0tf6GZafED3uM
https://www.google.com/search?q=ks2+online+safety+poster&rlz=1C1GCEU_enGB938GB938&source=lnms&tbm=isch&sa=X&ved=2ahUKEwiP7dOV89zuAhWGSsAKHdm-AGgQ_AUoAXoECBQQAw&biw=1536&bih=754&dpr=1.25&safe=active&surl=1#imgrc=s0tf6GZafED3uM


Pupil Acceptable Use Agreement 
 

Dear Parent/Carer, 

The use of ICT including the Internet, e‐mail, learning platforms and mobile 

technologies are integral elements of learning in our school. To make this as successful 

and as beneficial as possible for all learners, we expect all children to act safely and 

responsibly when using technology both within, and outside of, the school environment. 

In school, we ensure that all resources used by the children are age appropriate and 

suggest that parents check the terms and conditions for the use of online resources 

and games to ensure that resources used at home are also age appropriate. This is 

particularly relevant when using Social Network Sites that incorporate age‐restriction 

policies where the minimum acceptable age is 13 years. Any child who sets up or uses 

such a site and is below the acceptable age is in clear breach of the site’s privacy policy 

and/or terms and conditions and therefore we actively discourage this in our school. 

The enclosed Acceptable Use Agreement forms part of the wider School e-Safety 

Policy and alongside the school’s Behaviour and Safeguarding Policies outlines those 

principles we expect our children to uphold for the benefit of both themselves and the 

wider school community. Your support in achieving these aims is essential and I would 

therefore ask that you please read and discuss the enclosed Acceptable Use Policy with 

your child and return the completed document as soon as possible. Signing the School 

Acceptable Use Policy helps us to maintain responsible use of ICT and safeguard the 

children in school. 

Please see the information on the back of this letter for more information about how 

you can help keep your child safe online. 

 

Yours Sincerely 

Mrs Whitaker (Head Teacher) 

Mr Houghton (Computing Subject Leader) 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



User Actions 

  User actions 
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Users shall not access 
online content 

(including apps, 
games, sites) to 

make, post, 
download, upload, 

data transfer, 
communicate or pass 
on, material, remarks, 

proposals or 
comments that 

contain or relate to: 
 

 

Any illegal activity for example: 

 Child sexual abuse imagery* 

 Child sexual abuse/exploitation/grooming 

 Terrorism 

 Encouraging or assisting suicide 

 Offences relating to sexual images i.e., 

revenge and extreme pornography 

 Incitement to and threats of violence 

 Hate crime 

 Public order offences - harassment and 

stalking 

 Drug-related offences 

 Weapons / firearms offences 

 Fraud and financial crime including money 

laundering 

N.B. Schools should refer to guidance about dealing with 
self-generated images/sexting – UKSIC Responding to 
and managing sexting incidents  and UKCIS – Sexting in 
schools and colleges 

    X 

Users shall not 
undertake activities 
that might be classed 
as cyber-crime under 
the Computer Misuse 
Act (1990) 

 Using another individual’s username or ID and 

password to access data, a program, or parts 

of a system that the user is not authorised to 

access (even if the initial access is authorised)  

 Gaining unauthorised access to school 

networks, data and files, through the use of 

computers/devices 

 Creating or propagating computer viruses or 

other harmful files 

 Revealing or publicising confidential or 

proprietary information (e.g., financial / 

personal information, databases, computer / 

network access codes and passwords) 

 Disable/Impair/Disrupt network functionality 

through the use of computers/devices 

 Using penetration testing equipment (without 

relevant permission) 

 

N.B. Schools will need to decide whether these should 
be dealt with internally or by the police. Serious or 
repeat offences should be reported to the police.  The 
National Crime Agency has a remit to prevent learners 
becoming involved in cyber-crime and harness their 
activity in positive ways– further information here 

    X 

https://swgfl.org.uk/assets/documents/managing-sexting-incidents.pdf?_=1554476329
https://swgfl.org.uk/assets/documents/managing-sexting-incidents.pdf?_=1554476329
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.gov.uk/government/publications/sexting-in-schools-and-colleges
https://www.nationalcrimeagency.gov.uk/cyber-choices


  User actions 
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Users shall not 
undertake activities 
that are not illegal 
but are classed as 
unacceptable in 
school policies: 
 

Accessing inappropriate material/activities online in a 
school setting including pornography, gambling, drugs. 
(Informed by the school’s filtering practices and/or 
AUAs) 

  X X  

Promotion of any kind of discrimination    X  

Using school systems to run a private business    X  

Using systems, applications, websites or other 
mechanisms that bypass the filtering/monitoring or 
other safeguards employed by the school  

   X  

Infringing copyright    X  

Unfair usage (downloading/uploading large files that 
hinders others in their use of the internet) 

  X X  

Any other information which may be offensive to others 
or breaches the integrity of the ethos of the school or 
brings the school into disrepute 

   X  

 

Consideration should be given for the following activities when 

undertaken for non-educational purposes: 

Schools may wish to add further activities to this list. 

Staff and other adults Learners 
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Online gaming         

Online shopping/commerce         

File sharing         

Social media          

Messaging/chat         

Entertainment streaming e.g. Netflix, Disney+         



Use of video broadcasting, e.g. YouTube, Twitch, TikTok         

Mobile phones may be brought to school         

Use of mobile phones for learning at school         

Use of mobile phones in social time at school         

Taking photos on mobile phones/cameras         

Use of other personal devices, e.g. tablets, gaming devices          

Use of personal e-mail in school, or on school network/wi-fi         

Use of school e-mail for personal e-mails         

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ICT/Internet Acceptable Use Agreement 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

…………………………………………………………………………………………………………………………………………………. 

We have discussed this Acceptable Use Agreement and ………………………………………………… 

[print pupil’s name] agrees to follow the e-Safety rules and to support the safe use of 

ICT at Holy Trinity Primary School. 

Name of Pupil: …………………………………………………………………..  Year group: ……………. 

Parent/Carer’s Signature: ……………………………………………………………………………………. 

Parent/Carer’s Name (print): ……………………………………………………………………………………. 

Date: ……………………………………………………………………………………. 

This is how we stay safe when we use technology: 

 I will ask a teacher or suitable adult if I want to use the computers/tablets. 

 I will only use activities that a teacher or suitable adult has told me I can use. 

 I will take care of the computer and other equipment 

 I will only put my own work on the internet, with permission from a teacher.  

 I will only take a photograph or video of someone if they say it is alright.  

 I will not send messages which upset other people.  

 I will not give away my personal information or talk to people I do not know 

using the internet. 

 I will not tell other people my ICT passwords. 

 I will ask for help from a teacher or suitable adult if I am not sure what to do 

or if I think I have done something wrong. 

 I will tell a teacher or suitable adult if I see something that upsets me on the 

screen. 

 I will only open, change or delete my own files. 

 I will not attempt to download or install anything on to the school network 

without permission.  

 I understand that the school may check my use of ICT and talk to my parent or 

carer if they are worried about my e-Safety.  

 I know that if I break the rules I might not be allowed to use a 

computer/tablet. 

 



Staff Acceptable Use Agreement  
 

To ensure that members of staff are fully aware of their professional responsibilities 

when using information systems and when communicating with pupils, they are asked to 

sign this code of conduct. Members of staff should consult the school’s e-safety policy 

for further information and clarification. 

 I understand that it is a criminal offence to use a school ICT system for a purpose 

not permitted by its owner. 

 I appreciate that ICT includes a wide range of systems, including mobile phones, 

digital cameras, e-mail, and social networking sites. I also appreciate that ICT use 

may also include personal ICT devices when used for school business. 

 I understand that school information systems may not be used for private purposes 

without specific permission from the Head Teacher and that sites such as eBay are 

not appropriate for use in school.  

 I understand that mobile phones MUST be on silent mode and not used in lesson 

time.  

 I understand that if I am working with children during the lunch hour then my 

mobile phone must not be used. 

 I understand that my use of school information systems, Internet, and e-mail may 

be monitored and recorded to ensure policy compliance. 

 I will respect system security and I will not disclose any password or security 

information to anyone other than an authorised system manager. 

 I will not install any software or hardware without permission. 

 I will ensure that personal data is stored securely and is used appropriately, 

whether in school, taken off the premises or accessed remotely. 

 I will respect copyright and intellectual property rights. 

 I will report any incidents of concern regarding children’s safety to the 

headteacher or the Computing subject leader. 

 I will promote e-safety with students in my care and will help them to develop a 

responsible attitude to system use, communications, and publishing.  

 I will ensure that social networking (e.g. Facebook, Twitter) are compatible with my 

professional role and that messages cannot be misunderstood or misinterpreted.  I 

understand that it is not appropriate to be ‘friends’ with past or present children on 

social networking sites.  

 I will ensure that any external storage devices, such as pen drives used by me are 

regularly scanned for unwanted or harmful programs. 

The school may exercise the right to monitor the use of the school’s information 

systems and Internet access, to intercept e-mail and to delete inappropriate materials 

where it believes unauthorised use of the school’s information system may be taking 



place, or the system may be used for criminal purposes, or for storing unauthorised or 

unlawful text, imagery or sound. 

 

I have read, understood and accept the acceptable use policy for Computing. 

Signed ………………………………………………………………………………. 

Print ……………………………………………………………………………. 

Date ………………………………………………………………………………….. 

 

Accepted for school ………………………………………………………………………………. 

Print ………………………………………………………………………………. 

Date ………………………………………………………………………………. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Parent/Carer Acceptable Use Agreement 
Dear Parent/Carer, 

Digital technologies have become integral to the lives of children and young people, 

both within schools and outside school. These technologies provide powerful tools, 

which open up new opportunities for everyone. They can stimulate discussion, promote 

creativity and stimulate awareness of context to promote effective learning. Young 

people should have an entitlement to safe internet access at all times.  

The school will try to ensure that pupils will have good access to digital technologies to 

enhance their learning and will, in return, expect the pupils to agree to be responsible 

users. A copy of the Pupil Acceptable Use Agreement is attached to this permission 

form, so that parents/carers will be aware of the school expectations of the young 

people in their care.  

Parents are requested to sign the permission form below to show their support of the 

school in this important aspect of the school’s work. 

……………………………………………………………………………………………………………………………………………………………………… 

Parent / Carer Permission Form 

As the parent/carer of the below pupil, I give permission for my son/daughter to have 

access to the internet and to ICT systems at school.  

I know that my son/daughter has signed an Acceptable Use Agreement and has 

received, or will receive, online safety education to help them understand the 

importance of safe use of technology and the internet – both in and out of school.  

I agree that my son/daughter’s work may be electronically published.  

I understand that the school will take every reasonable precaution, including monitoring 

and filtering systems, to ensure that young people will be safe when they use the 

internet and systems. I also understand that the school cannot ultimately be held 

responsible for the nature and content of materials accessed on the internet and using 

mobile technologies.  

I understand that my son/daughter’s activity on the systems will be monitored and that 

the school will contact me if they have concerns about any possible breaches of the 

Acceptable Use Agreement.  

I will encourage my child to adopt safe use of the internet and digital technologies at 

home and will inform the school if I have concerns over my child’s online safety. 

Name of Pupil: …………………………………………………………………..  Year group: ……………. 

Parent/Carer’s Signature: ……………………………………………………………………………………. 

Parent/Carer’s Name (print): ……………………………………………………………………………………. 

Date: ……………………………………………………………………………………. 



School Reporting Log 

Reporting Log 
Year Group: 

Date Time Incident Action Taken Incident 

Reported 

By 

Signature 

What? By Whom? 

       

       

       

       

       

       

       

 

 

 

 

 

 

 

 

 

 

 



Use of Digital Images and Video Permission Form 

Dear Parent/Carer, 

We regularly take photographs/videos of children at our school and believe that these 

can provide a valuable record of children’s learning. These may be used in children’s 

learning journeys and profiles, our school prospectus, in other printed publications, on 

our school website, or in school displays, including digital photo frames. We also 

actively encourage children to use school cameras to take photographs / videos as part 

of their learning activity. Occasionally, our school may be visited by the media or third 

party who will take photographs/videos of an event or to celebrate a achievement. 

These may then appear in local or national newspapers, websites or on televised news 

programmes. 

The school will comply with the Data Protection Act and request parents/carers 

permission before taking images of members of the school.  We will also ensure that 

when images are published that the young people cannot be identified by the use of 

their names. 

In accordance with guidance from the Information Commissioner’s Office, 

parents/carers are welcome to take videos and digital images of their children at 

school events for their own personal use (as such use in not covered by the Data 

Protection Act). To respect everyone’s privacy and in some cases protection, these 

images should not be published on social networking sites, nor should parents/carers 

comment on any activities involving other pupils in the digital/video images. 

Please read and complete the attached consent form (for each child) and return to 

school as soon as possible. We appreciate that some families may have additional 

concerns and anxieties regarding protection of a child’s identity and therefore request 

that you inform us, in writing, of any special circumstances either now or at any time in 

the future that may affect your position regarding consent. 

Yours sincerely, 

Mrs. S Smith 

Head Teacher 

Mr A Houghton 

Computing Subject leader 
 

 

 

 

 

 

 



Please read the Conditions of Use on the back of this form then answer questions 

below. The completed form (one for each child) should be returned to school as 

soon as possible. 

(Please Circle your response) 

1. Do you agree to photographs/videos of your child being taken by authorised staff 

within the school? Yes / No 

2. Do you agree to photographs/videos of your child being taken in group situations by 

3rd parties at special events e.g. School productions or extra-curricular events? 

Yes/No 

3. May we use your child’s image in printed school publications and for digital display 

purposes within school? Yes/No 

4. May we use your child’s image on our school’s online publications? e.g. website 

Yes/No 

5. May we record your child on video? Yes/No 

6. May we allow your child to appear in the media as part of school’s involvement in an 

event? Yes/No 

7. I agree that if I take digital or video images at school events, which include images 

of children other than my own, they will not be published on social networking sites, 

nor will I comment on any activities involving other pupils in the digital/video images. 

Yes/No 

Name of Pupil: …………………………………………………………………..  Year group: ……………. 

Parent/Carer’s Signature: ……………………………………………………………………………………. 

Parent/Carer’s Name (print): ……………………………………………………………………………………. 

Date: ……………………………………………………………………………………. 

 

 

 

 

 

 

 

 

 

 

 

 



Conditions of Use 

© Lancashire County Council ‐ Updated April 2013 28 

 

1. The school will not re‐use any photographs or videos after your child leaves this 

school without further consent being sought. 

2. The school will not use the personal contact details or full names (which means first 

name and surname) of any pupil or adult in a photographic image, or video, on our 

website/VLE or in any of our printed publications. 

3. If we use photographs of individual children, we will not use the full name of that 

pupil in any accompanying text or caption. 

4. If we use the full name of a pupil in the text, we will not use a photograph of that 

pupil to accompany the article. 

5. We will only use images of children who are suitably dressed and in a context that is 

not open to misinterpretation. 

6. Third parties may include other children’s parents or relatives e.g. attending a school 

production. 

7. Images / videos will be stored according to Data Protection legislation and only used 

by authorised personnel. 

8. Parents should note that websites can be viewed throughout the world and not just 

in the United Kingdom, where UK law applies. 

 

Notes on Use of Images by the Media 

 

If you give permission for your child’s image to be used by the media then you should 

be aware that: 

1. The media will want to use any images/video that they take alongside the relevant 

story. 

2. It is likely that they will wish to publish the child’s full name, age and the school’s 

name in the caption for the picture (possible exceptions to this are large group or 

team photographs). 

3. It is possible that the newspaper will re‐publish the story on their website or 

distribute it more widely to other newspapers or media organisations. 

 

 

 


