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The DfE Keeping Children Safe in Education statutory guidance requires Local Authorities, Multi Academy Trusts, and schools in England to ensure learners are safe from harm: 
“It is essential that children are safeguarded from potentially harmful and inappropriate online material. An effective whole school and college approach to online safety empowers a school or college to protect and educate pupils, students, and staff in their use of technology and establishes mechanisms to identify, intervene in, and escalate any concerns where appropriate”
“Governing bodies and proprietors should ensure online safety is a running and interrelated theme whilst devising and implementing their whole school or college approach to safeguarding and related policies and procedures. This will include considering how online safety is reflected as required in all relevant policies and considering online safety whilst planning the curriculum, any teacher training, the role and responsibilities of the designated safeguarding lead (and deputies) and any parental engagement”
The DfE Keeping Children Safe in Education guidance also recommends:
Reviewing online safety … Technology, and risks and harms related to it, evolve, and change rapidly. Schools and colleges should consider carrying out an annual review of their approach to online safety, supported by an annual risk assessment that considers and reflects the risks their children face. A free online safety self-review tool for schools can be found via the 360 safe self-review tool.
The DfE Keeping Children Safe in Education guidance suggests that:
The breadth of issues classified within online safety is considerable and ever evolving, but can be categorised into four areas of risk: 
content: being exposed to illegal, inappropriate, or harmful content, for example: pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and extremism. 
contact: being subjected to harmful online interaction with other users; for example: peer to peer pressure, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial or other purposes. 
conduct: online behaviour that increases the likelihood of, or causes, harm; for example, making, sending and receiving explicit images (e.g. consensual and nonconsensual sharing of nudes and semi-nudes and/or pornography, sharing other explicit images and online bullying, and 
commerce: risks such as online gambling, inappropriate advertising, phishing and or financial scams
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Our school aims to:
• Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors
• Deliver an effective approach to online safety, which empowers us to protect and educate the whole school
community in its use of technology
• Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate
Legislation and guidance
This policy is based on the Department for Education’s (DfE) statutory safeguarding guidance,
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2 and it’s advice for schools on:
• Preventing and tackling bullying and cyber bullying
• RSE (Relationship and Sex Education)
• Searching screening and confiscation
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-healtheducation
https://www.gov.uk/government/publications/searching-screening-and-confiscation
It also refers to the Department’s guidance on protecting children from radicalisation.
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
It reflects existing legislation, including but not limited to the Education Act 1996
https://www.legislation.gov.uk/ukpga/1996/56/contents (as amended), the Education and Inspections Act 2006
https://www.legislation.gov.uk/ukpga/2006/40/contents and the Equality Act 2010 https://www.legislation.gov.uk/ukpga/2010/15/contents.
In addition, it reflects the Education Act 2011 , which has given teachers stronger powers to tackle cyber-bullying by, if
necessary, searching for and deleting inappropriate images or files on pupils’ electronic devices where they believe
there is a ‘good reason’ to do so.
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
The policy also takes into account the National Curriculum computing programmes of study.
The school online safety coordinator is: Mr Adrian Houghton
The responsible member of the Governing Body is: Mrs Kath Gillam.
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This policy applies to all members of Holy Trinity CE Primary School (including staff, pupils, volunteers, parents/carers and visitors) who have access to and are users of school ICT systems, both in and out of the school. The school will deal with any online safety incidents detailed within this policy and associated behaviour and anti-bullying policies and will, where known, inform parents/carers of incidents of inappropriate online safety behaviour that take place out of school.
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Governors
Governors are responsible for the approval of the Online Safety Policy and for reviewing the effectiveness of the policy. Mrs Kath Gillam has taken on the role of the online safety Governor. The role of the online safety Governor will include regular meetings with the Computing subject leader and reporting to relevant Governors.
Headteacher and Senior Leaders
The Headteacher has a duty of care for ensuring the safety (including online safety) of members of the school community. The Headteacher and another member of the Senior Leadership Team should be aware of the procedures to be followed in the event of a serious online safety allegation being made against a member of staff. 
Computing Subject Leader, Headteacher and Technicians
The Computing subject leader takes day to day responsibility for online safety issues and has a leading role in establishing and reviewing the school Online Safety policies/documents. They should ensure: 
· that the school’s technical infrastructure is secure and is not open to misuse or malicious attack
· that the school meets required online safety technical requirements 
· that users may only access the networks and devices through a properly enforced password protection policy, in which passwords are regularly changed
· that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place
· they receive reports of online safety incidents and create a log of incidents to inform future online safety developments
· they meet regularly with the online safety Governor to discuss current issues and developments
Teaching and Support Staff
All teaching and support staff are responsible for ensuring that:
· they have an up-to-date awareness of online safety matters and of the current school online safety policy and practices
· they have read, understood and signed the Staff Acceptable Use Policy (AUP)
· they report any suspected misuse or problem to the Headteacher and Computing subject leader for investigation
· all digital communications with pupils/parents/carers should be on a professional level and only carried out using official school systems 
· online safety issues are embedded in all aspects of the curriculum and other activities 
Designated Safeguarding Lead
DSL - Mrs. A Whitaker
The DSL should be trained in online safety issues and be aware of the potential for serious child protection/safeguarding issues to arise from:
· sharing of personal data 
· access to illegal/inappropriate materials
· inappropriate on-line contact with adults/strangers
· potential or actual incidents of grooming
· cyber-bullying
Pupils
Pupils are responsible for using the school digital technology systems in accordance with the Pupil Acceptable Use Policy. They need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so. They should understand the importance of adopting good online safety practice when using digital technologies out of school and realise that the school’s Online Safety Policy covers their actions out of school.
Parents/Carers
Parents/Carers play a crucial role in ensuring that their children understand the need to use the internet/mobile devices in an appropriate way. The school will take every opportunity to help parents understand these issues through parents’ evenings, newsletters, the school website and on the school Facebook page, we will share information about national/local online safety campaigns.  Parents and carers will be encouraged to support the school in promoting good online safety practice and to follow guidelines on the appropriate use of digital and video images taken at school events. 
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Education of Pupils
Whilst regulation and technical solutions are very important, their use must be balanced by educating pupils to take a responsible approach.  The education of pupils in online safety is therefore an essential part of the school’s online safety provision. Children and young people need the help and support of the school to recognise and avoid online safety risks and build their resilience.
Online safety is taught as stand-alone lessons every half-term. It is also a focus in all areas of the curriculum and staff reinforce online safety messages across the curriculum. The online safety curriculum should be broad, relevant and provide progression, with opportunities for creative activities and will be provided in the following ways:
· A planned online safety curriculum is provided as part of Computing and a new unit is taught every half-term from the Project Evolve Online Safety scheme. Units include:
-Self-Image and Identity
-Online Relationships
-Online Reputation
-Health, Well-being and Lifestyle
-Online Bullying
-Managing Online Information
-Privacy and Security
-Copyright and Ownership
· Teachers follow the curriculum map for online safety but are encouraged to tweak and teach sessions when online safety situations arise.
· Key online safety messages are reinforced as part of a planned programme of assemblies or themed weeks
· Pupils are taught in all lessons to be critically aware of the content they access on-line and be guided to validate the accuracy of information.	 
· Pupils are helped to understand the need for the pupil Acceptable Use Agreement and are encouraged to adopt safe and responsible use both within and outside school.
· In lessons where internet use is pre-planned, pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches. 
Education of Parents/Carers
Many parents and carers have only a limited understanding of online safety risks and issues, yet they play an essential role in the education of their children and in the monitoring/regulation of the children’s online behaviours. Parents may underestimate how often children and young people come across potentially harmful and inappropriate material on the internet and may be unsure about how to respond.
The school will therefore seek to provide information and awareness to parents and carers through:
· Newsletters and the school web site
· Parents/Carers sessions
· High profile events/campaigns e.g. Safer Internet Day
· Reference to the relevant web sites/publications
Education and Training of Staff/Volunteers
It is essential that all staff receive online safety training and understand their responsibilities, as outlined in this policy. Training will be offered as follows:
· All new staff should receive information regarding online safety as part of their induction programme, ensuring that they fully understand the school Online Safety Policy and Acceptable Use Agreements. 
· The Computing subject leader will receive regular updates by reviewing guidance documents released by relevant organisations.
Education and Training of Governors
Governors should take part in online safety training/awareness sessions. This may be offered by:
· Attendance at training provided by the Local Authority
· Participation in school training/information sessions for staff or parents (including assemblies and online safety lessons)
Use of Digital and Video Images
The development of digital imaging technologies has created significant benefits to learning, allowing staff and pupils instant use of images that they have recorded themselves or downloaded from the internet. However, staff, parents/carers and pupils need to be aware of the risks associated with publishing digital images on the internet. 
· When using digital images, staff should inform and educate pupils about the risks associated with the taking, use, sharing, publication and distribution of images. They should recognise the risks attached to publishing their own images on the internet e.g. on social networking sites.
· Written permission from parents or carers will be obtained before photographs of pupils are published on the school website/local press. Permission is gained from parents and carers when the child is admitted to School; it is the responsibility of parents to inform us if there are any changes that may necessitate removal of permission. 
· Staff and volunteers can take digital/video images to support educational aims, but must follow school policies concerning the sharing, distribution and publication of those images. Those images should only be taken on school equipment; the personal equipment of staff should not be used for such purposes.
· Sensitivity must be used when displaying photographs of children e.g. considering the angle of shots for children engaged in PE activities. Under no circumstances must any photographs of children be taken when: changing for PE, in children’s toilets and cloakroom areas.
· Pupils must not take, use, share, publish or distribute images of others without their permission 
· Photographs published on the website, or elsewhere that include pupils will be selected carefully and will comply with good practice guidance on the use of such images.
· Pupils’ full names will not be used anywhere on a website or blog, particularly in association with photographs. The press have special permissions in terms of data protection and may wish to name individual children to accompany a photograph. Parents are made aware of this in the use of images procedures.
· Pupil’s work can only be published with the permission of the pupil and parents or carers. 
Communications
A wide range of rapidly developing communications technologies has the potential to enhance learning. When using communication technologies, the school considers the following as good practice:
· The official school email service may be regarded as safe and secure and can be monitored.
· Users must immediately report to the headteacher, the receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication. 
· Any digital communication between staff and parents/carers (email, blogs etc) must be professional in tone and content. These communications may only take place on official school systems. Personal email addresses, text messaging or social media must not be used for these communications.
· Whole class/group email addresses may be used by pupils for educational use as required within the curriculum
· Pupils should be taught about online safety issues, such as the risks attached to the sharing of personal details. They should also be taught strategies to deal with inappropriate communications and be reminded of the need to communicate appropriately when using digital technologies.
Mobile Technology
Mobile technology devices used in school must be school owned/provided and might include: smartphone, tablet, notebook/laptop or other technology that usually has the capability of utilising the school’s wireless network. All users should understand that the primary purpose of the use of mobile devices in a school context is educational. Teaching about the safe and appropriate use of mobile technologies is an integral part of the school’s Online Safety education programme. The school Acceptable Use Agreements for staff, pupils and parents/carers considers the use of mobile technologies.
The following procedures relate to the use of personal mobile phones in school:
· Staff may bring personal mobile phones on to the School premises but these should be switched off or on silent during the School day.
· Staff may check their mobile phones in the staffroom at break time or lunchtimes. Phones should not be used under any circumstances in classrooms when children are present.
· If staff are anticipating they may need contacting during the School day they should give the School telephone number to the individual who may need to contact them and office staff will notify and get the staff member should that need occur. Only in exceptional circumstances may staff mobile phones be left on in classrooms and the Head Teacher must give permission for this.
· Staff will be given permission to use mobile phones in situations where contact with the main School is advisable and a risk assessment has been undertaken e.g. educational visits, activities on the school field or in the school community room.
· Staff mobile phones must be stored away from pupils during the day in a locked desk.
· It is a disciplinary breach to use a mobile phone in a classroom during school hours or when children are present e.g. during after school clubs
· Staff should not take any images of children on personal mobile phones.
· Any breach of these procedures may result in disciplinary proceedings and the governing body being informed. If a staff member suspects any other member of the staff misusing a mobile device the Head teacher must be informed immediately.
· In accordance with the School rules, mobile phones must not be brought in to School by pupils. If a parent contacts School and has a valid reason why their child needs a mobile phone on a particular day, the Head teacher must be informed and the phone must be signed into the office by a parent with an exceptional circumstance reason.
Social Media- Protecting Professional Identity
The school provides the following measures to ensure reasonable steps are in place to minimise risk of harm to learners through: 
· ensuring that personal information is not published.
· education/training being provided including acceptable use, age restrictions, social media risks, digital and video images policy, checking of settings, data protection and reporting issues. 
· clear reporting guidance, including responsibilities, procedures, and sanctions.
· risk assessment, including legal risk.
· guidance for learners, parents/carers
School staff should ensure that:
· no reference should be made in social media to learners, parents/carers or school staff. 
· they do not engage in online discussion on personal matters relating to members of the school community. 
· personal opinions should not be attributed to the school. 
· security settings on personal social media profiles are regularly checked to minimise risk of loss of personal information.
· they act as positive role models in their use of social media
When official school social media accounts are established, there should be:
· a process for approval by senior leaders
· clear processes for the administration, moderation, and monitoring of these accounts – involving at least two members of staff
· a code of behaviour for users of the accounts
· systems for reporting and dealing with abuse and misuse
· understanding of how incidents may be dealt with under school disciplinary procedures.
Personal use
· personal communications are those made via personal social media accounts. In all cases, where a personal account is used which associates itself with, or impacts on, the school it must be made clear that the member of staff is not communicating on behalf of the school with an appropriate disclaimer. Such personal communications are within the scope of this policy
· personal communications which do not refer to or impact upon the school are outside the scope of this policy
· where excessive personal use of social media in school is suspected, and considered to be interfering with relevant duties, disciplinary action may be taken
· the school permits reasonable and appropriate access to personal social media sites during school hours
Monitoring of public social media
· as part of active social media engagement, the school may pro-actively monitor the Internet for public postings about the school.
· the school should effectively respond to social media comments made by others according to a defined policy or process.
· when parents/carers express concerns about the school on social media we will urge them to make direct contact with the school, in private, to resolve the matter. Where this cannot be resolved, parents/carers should be informed of the school complaints procedure. 
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The current filtering system used in school is the “Netsweeper” filtering solution. This is provided by our local education authority. The students are filtered differently than the staff and the students have much more restricted access to the internet. The filtering system is included with the broadband service provided by Education Digital Services – Lancashire County Council. Only three users in school have access to the filtering system, and they login using their Office365 account. These users are:
Itcoord@holytrinitycofe.lancs.sch.uk
head@holytrinitycofe.lancs.sch.uk
bursar@holytrinitycofe.lancs.sch.uk
These accounts can login into the web filter to block and unblock specific websites. Categories can also be unblocked, such as “business” or “shopping”. Some categories cannot be unblocked by anyone in school, categories such as “adult” or anything identified as illegal. The filter will block access to any websites, images and videos that are deemed inappropriate or any material that is already on a blocked list or a blocked category. 
Weekly reporting is also enabled. This feature sends two reports to the head teachers email address, these reports are the UK prevent report and the suspicious search query report. These reports list any terms matching the UK prevent programme or any suspicious search queries with a time and date stamp, and the current logged in username if accessed using a school computer/account. 
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Artificial Intelligence (AI) refers to the simulation of human intelligence processes by machines, especially computer systems. These processes include learning, reasoning, and self-correction. There are some really advanced AIs that can understand human speech, pictures, and even talk like a human. AI has been talked about a lot recently, but it was first introduced in the 1950’s as part of machine learning, where scientists created intelligent computers and robotics that could learn from humans to increase their ability and accuracy.  
With AI being talked about more and more, people have become concerned about how it will work and impact our use of technology. As with a lot of new innovations though, it’s important that we don’t worry. AI works by using special rules and patterns, much like how our brain works. It learns from lots of data and makes decisions based on what it has learned. The more data it gets, the better it becomes at making decisions, just like humans get better with practice.
It might feel like AI is rapidly becoming part of our day-to-day lives as we begin to rely on it more and more.  Many companies are also integrating new AI tools into their well-established services to support with efficiency. However, it’s important to understand that AI has been part of our technology for a long time. Think about your personal devices such as your phone, home assistants and computers, they all use forms of AI to help personalise their responses and results to you. Although it may seem new, AI has already made significant impact across the world for many years.  
More recently, AI has been used more frequently and has been included across larger scale models to support with areas such as content creation and assistance. However, despite the innovative qualities and impressive use, there are still concerns about how we can safely navigate these spaces. Due to all of this, it is important that we discuss Artificial Intelligence in school – looking at the positives and negatives of it.

Publishing Material on the School Website
The school will maintain editorial responsibility for the school initiated website to ensure that content is accurate and quality of presentation is maintained.
· The school will maintain the integrity of the school web site by ensuring that responsibility for uploading material is never handed over to pupils and that passwords are protected.
· The website will comply with the school's guidelines for publications.
· The point of contact on the website will be the school address, e-mail and telephone number. Home information or individuals' e-mail addresses will not be published.
· School will obtain permission from parents for the use of pupils’ photographs. Permission is gained from parents and carers when the child is admitted to School; it is the responsibility of parents to inform us if there are any changes that may necessitate removal of permission. 
· Group photographs should not have a name list attached. Identities of pupils must be protected at all times and parents may be consulted about publishing work from pupils.
Data Protection
Personal data will be recorded, processed, transferred and made available according 
to the Data Protection Act 1998. 
Staff must ensure that they: 
· At all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or misuse. 
· Use personal data only on secure password protected computers and other devices, ensuring that they are properly “logged-off” at the end of any session in which they are using personal data.
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Illegal Incidents
If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there is any other suspected illegal activity, refer to the right-hand side of the Flowchart for responding to online safety incidents and report immediately to the police. 
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School Actions and Sanctions
It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse. It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of the school community are aware that incidents have been dealt with. It is intended that incidents of misuse will be dealt with through normal behaviour / disciplinary procedures as follows: 
· Any complaints or breaches of conduct will be dealt with promptly and recorded on the incident sheet. 
· Responsibility for handling incidents will be given to a senior member of staff (Head Teacher/Assistant Head Teacher) 
· Pupils and parents will be informed of the procedure 
· Parents and pupils will need to work in partnership with staff to resolve any issues arising 
· The facts of the case will need to be established, for instance to ascertain whether the issue has arisen through home Internet and e-mail use or through contacts outside school 
· There may be occasions when the police must be contacted. Early contact will be made to establish the legal position and discuss strategies 
· Sanctions for irresponsible use will be linked to the school's Behaviour Policy and will consist of the following actions depending on circumstances: 
· Discussion with Class teacher/Head Teacher 
· Letter home /discussion to inform parent or carer 
· Further consequences such as withdrawal of Internet and e-mail privileges depending on circumstances 
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This Online Safety policy has been developed and agreed by:
· Headteacher/Senior Leaders 
· Online Safety Subject Leader
· Staff – including Teachers and Support Staff
· Governors
· Pupils
· Parents and Carers
Consultation with the whole school community has taken place through a range of formal and informal meetings. 
Schedule for Development/Monitoring/Review of this Policy
	This Online Safety policy was approved by the Governing Body on:
	

	The implementation of this Online Safety policy will be monitored by the:
	Headteacher: Mrs Alison Whitaker
Online Safety Subject Leader: Mr Adrian Houghton

	Monitoring will take place at regular intervals:
	Ongoing

	The Online Safety Policy will be reviewed regularly in the light of any significant new developments in the use of the technologies, new threats to online safety or incidents that have taken place. The next anticipated review date will be:
	Reviewed – September 2025

Next Review – September 2026

	Should serious online safety incidents take place, the following external persons / agencies should be informed:
	LA Safeguarding Officer, Police 



The school will monitor the impact of the policy using:
· Logs of reported incidents
· Monitoring logs of internet activity (including sites visited) / filtering 
· Questionnaires of 
· pupils 
· parents / carers 
· staff6
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